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ABSTRACT

In model checking, the state space explosion prevents verifying the large
systems because exhaustive search fails to find errors. The problem
becomes much more serious recently when the size and the complexity of
the system-under-check are constantly growing up. Abstraction is the most
effective method to overcome this problem. It is an approach used to
reduce the size (of the state space) of the model in the reality. However,
how to use abstraction effectively in reducing model checking efforts is
still a question.

This work proposes a multiple abstraction refinement technique in
symbolic model checking that allows to verify large state space systems.
The proposed technique employs the abstraction refinement algorithm
CEGAR proposed by Clarke et al. in 2000 combining with the multiple
abstraction method of Qian and Nymeyer. Instead of checking on concrete
model, an abstract model is verified first. If a counter-example is found,
the searching scope will be widen on the next abstract model and so on,
even on the original model. This process can be called refinement. The
experimental results show that the new approach improves the
performance of the model checking process.

TOM TAT

Trong kiém tra mé hinh, bing né khéng gian trang thdi gay tré ngai dén
viéc kiém ching cdc hé thong lom vi qud trinh tim kiém 16i cé thé khéng
hodn thanh. Van dé cang tré nén nghiém trong hon khi kich thuéc va sw
phitc tap cia hé thong can kiém tra dang lién tuc I6n dan lén. Triru tiwong
la phwong phap hi¢u qua nhat dé giai quyét van dé nay. Pdy la mét cdch
tiep cdn dé giam kich thude (ciia khong gian trang thai) ciia mé hinh trong
thuc té. Tuy nhién, lam thé nao dé sir dung triru twgng mot cach hiéu qua
trong viéc giam chi phi kiém tra mé hinh van con la cdu hoi.

Céng trinh nay dé xudt ky thudt tinh loc da trivu twong trong kiém tra mé
hinh cho phép kiém chimg cic hé thong cé khéng gian trang thai lon.
Phuong phdp dé xuat la sw tin dung gidi thudt CEGAR dwgce Clarke dé
xudt vao nam 2000 két hop véi phiong phap da trieu twong ciia Qian &
Nymeyer. Thay vi kiém tra trén mé hinh thic, mé hinh triru tiwong dioc
kiém chimg dau tién. Néu tim thdy counter-example, pham vi tim kiém
duwgc mo rong trén cac mo hinh triru tuong tiép theo va cir thé, tham chi la
trén mo hinh goc. Qud trinh nay dwrge goi la tinh loc. Két qua thie nghiém
cho thdy rdang phirong phdp méi cdi thién hiéu sudt ciia qud trinh kiém tra
mo hinh.
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1 GIOI THIEU

Trong cong nghiép, hau hét cic nha san xut
déu mong mudn san pham cua ho thdm nhap thi
truong nhanh chéng véi chat lwong cao. Vi muc
tiéu phai bao dam chat lugng, trong linh vyc cong
nghé thong tin va truyén thong c6 nhiéu phuong
phap kiém dinh chéat luong dwoc 4p dung vao
day chuyén san xuit nhu ching minh dung
dén (theorem proving), kiém tra mé hinh (model
checking)[3] va kiém thir (testing). Mbi phuong
phap c6 stc manh riéng va ngudi ky su hé théng
phai xem xét phuong phap nao thich hop cho tung
nhu cau cu thé. Kiém tra mé hinh duoc yéu thich vi
su ty dong hoa va nd ¢ thé duoc ap dung vao
kiém tra cho cac hé thong phan cimg va phan mém
chua hoan chinh.

Trong kiém tra mo hinh, mé hinh 1 su dic ta
ctia h¢ thong can dugc kiém tra, mo hinh dugc sir
dung cho trong qua trinh tim kiém céc vi pham cac
thudc tinh can kiém tra. Khi mot vi pham duogc tim
thdy, mot counter-example dwoc sinh ra dé giup
cac ky su dinh vi duoc 16i. Khong may, khi kich
thude va dd phuc tap cua cac hé théng can kiém
tra 16n lién tuc, qua trinh kiém tra tré nén kho
khan hon.

Gan day, kiém tra mé hinh heong ky hiéu trd
thanh hudéng nghién ctu dugc quan tim va phd
bién nhat trong kiém tra mo hinh. N6 lam viéc trén
mot tap cac trang thai va sy dich chuyén gilta cdc
trang thai hon la céac yeu t6 doc lap va biéu dién
cac tap hop la cac biéu thic Boolean (cta céc
bién). Vi vay, cac hé thong c6 khong gian trang
thai 16n c6 thé dugc kiém ching trén thue té [8].
Thét ra, sy bung nd trang thai van xay ra trong qué
trinh tim kiém khi kich thudc cua cac khong gian
trang thai l6n dan theo ham mii. Dé giai quyét van
d8 bung nd, k¥ thuat triru twong c6 thé duoc dung
dé giam kich thu6c ciia mé hinh.

Tuy nhién, mot phuong phép triru twong tot van
dua ra counter-example gia. Clarke et al. [4] da dé
xuat viéc tinh lpc trén cac counter-example gia co
thé bi loai bo (abstraction refinement). Thay vi
Clarke st dung phuong phap tinh loc CEGAR,
Qian K. er al. [13] gi6i thi¢u k¥ thudt da triu
twong (multiple abstraction) dé tinh loc triru tugng.
Néu mé hinh triru tugng khong co 15, hé thong
dugc kiém chimg 1a khong c¢6 161 ma khong can
kiém tra mé hinh gdc ban dau. Di nhién, néu tat ca
c4c mo hinh triru twong chira 181, hé théng thuc s&
dugc kiém tra. Ngoai ra, tinh loc triru twong phai
giai quyét bung n6 khong gian trang thai néu phai
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thuc hién tinh loc counter-example gia trén mo
hinh gbc. Pa triru twong ciing da giai quyét cing
van dé nay khi xem tit ca cdc mo hinh triru twong
va mo hinh gdc doc 1ap ma khong sir dung lai
counter-example tir cac budc tim kiém trude do dé
dan hudéng tim 15i.

Trong bai bdo cdo niy, ching t6i dé xuit mot
phuong phéap tim kiém 16i tan dung wu diém cua
tinh loc trieu twong [4] va da trieu twong [3] duoc
goi 1a MAR (multiple abstraction refinement). Noi
cach khac, giai thuat MAR 1a su két hop cua da
triru tugng va tinh loc triru twong. Hién tai chi hd
trg kiém tra mé hinh tryc tiép (directed model
checking).

Phén con lai ctia bai bao duoc td chirc nhu sau:
phan 2 trinh bay vé cac cong trinh lién quan (giai
thuat CEGAR, da triru twong va phuong phap phéan
tich bién VRK). Cac cong trinh nay 1a tién de cung
cap kién thie cho giai thuat méi duoc dé xuat gidi
thugt da trivu twong két hop tinh loc, két qua thyc
nghiém cling dugc trinh bay trong phan nay. Phan
cudi trinh bay két luan va dé xuét.

2 PHUONG PHAP NGHIEN CUU
2.1 Cong trinh lién quan
2.1.1 Gidi thudt CEGAR

Clarke et al. 2000 [4] dé xuat giai thuat
tinh loc triru tugng dung counter-example dan
huéng (Counter-Example Guided Abstraction
Refinement). Néu mot counter-example dugc tim
thdy trén mé hinh triru twong, né s& duoc xac nhan
lai trén mo6 hinh géc. Pau tién, mo hinh triru tugng
duoc sinh ra dwa trén mé hinh gdc bang ham triru
tugng. Ké do, giai thuat kiém tra dugc van dung
vao mo hinh triru twong dé tim 16i. Néu khong co
16i trén mo hinh triru twong, giai thuat ding lai va
hé théng can kiém tra duogc tra 10i 1a dung véi cac
thudc tinh mong muén. Néu mot counter-example
gia duoc tim thdy, bo kiém chimg sé& tinh loc nd
trén mo hinh gbc. Két qua cudi cung s& dugc xac
nhan do co that su 1a counter-example hay khong
va bao cao 1én nguoi dung. Véi giai thuat nay, mirc
dd hiéu qua cia cong cu kiém tra phu thuoc vao
ham triru twong va giai thuat tinh loc. Phuong phap
van d6i mat voi van dé nhu: loop counter-example
[4], khi mét counter-example trén md hinh trtru
tuong c6 chira vong ldp, va non-strong connectivity
(khi mot trang thai triru twong dai dién cho mot tap
cac trang thai thuc khong duogc két ndi véi nhau).
Trang thai trou twgng /77 trong Hinh 1 1a vi du cua
truong hop thir hai.
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Abstract

Concrete

Hinh 1: H¢ thong trlru tuong [7]
2.1.2  Giai thuat da trieu twong

Qian K. et al.[13] @ xuét chién thut da triru
twong dé giam chi phi kiém tra. Dya trén gia thuyét
¢ cac chudi mo hinh triru twgng MycM,c ... sao
cho trang thai triru twgng S° trén mé hinh M; dugc
tach ra nhiéu trang thai S, §2,... trén M+, (murc d6
triru twong cia M; nhidu hon M+, ). Giai thuat tim
kiém chay qua cac mo hinh triru tugng theo thir
tuMy, M;,...tim kiém cac vi pham trong cac mo
hinh triru twong nay. Qué trinh tim kiém co thé
dimg lai néu khong tim thdy bat ky counter-
example nao trong bat cir M;. Nguoc lai, qué trinh
tim kiém tiép tuc phat hién ra 15i trén cac mo hinh
triru tuong con lai thdm chi 13 trén mo6 hinh géc.
Giai thuat da triru tuong di xir v6i tht ca cac mo
hinh trtru twong nhu cac mo hinh riéng r€ va theo
thir tu. N6 chi xem thong tin c6 duoc vé counter-
example ciia md hinh triru twong trong lan tim
kiém truéc d6 1a heuristic. Di nhién, van dé céc
trang thai triru tuong c6 két ndi v6i nhau nhung
that sy trén mod hinh thét cac trang thai khong co
duong ndi giita ching (non-strong connected
abstract state) van con ton tai khi két qua co thé
dan toi 1an tim kiém ké tiép bi sai duong. Trong
treong hop x4u nhét, giai thudt phai thuc thi trén
mé hinh that dé tim ra counter-example that su.

Tuy hi¢u suit cua giai thuat da trou tuong [13]
rt tot, né van can duoc cai thién dé sir dung lai
théng tin tir giai doan tim kiém trudc d6 dé chi tap
trung vao cac vung dang nghi ngd trong md hinh
triru tuong ké tiép co kha ning chira cac vi pham.

2.1.3  Phwong phdp phan tich bién VRK

Phan nay gi6i thiéu so lugc vé phuong phap
phan tich bién VRK [19]. Pay la mét phuong phap
dé tao ra mo hinh triru twong. Bai bao [19] 4p dung
¥ tudng giai thuat PageRank vao phén tich bién dé
tinh d¢ quan trong cia bién trong dd thi phu thude
bién (xem Hinh 2).

N

Level O ([ xo

r/ ™,
ANON

chch‘\Xx/ ( x4 <x;>

Hinh 2: D6 thi phl_l thut_)c bién[18]

58

S6 chuyén dé: Cong nghé Thong tin (2013): 56-61

Giai thuét phan tich bién hoi tu VRK dugc md
ta nhu sau:

a. Ap dung gidi thudt PageRank dé tinh todn
d¢ quan trong ciia moi bién trong do thi:

a-d 5 PR(B)
N BeP
eParent(A4)

N(B)

Nla sO luong bién, Parent(4) 1a mot tap tat ca
cég bién ma 4 phu thudc vao, N(B)’ la s0 luong cac
biép bi phu thudc vao B,d 1a hé s6 damping dugc
thiét 18p gia tri gitra 0 va 1. Theo Brin ez al. [1], gia
tri tot nhat cho d 1a 0.85.

b. Biéu chinh mirc dj quan trong ciia bién cé
dvwoc tir buoc i

PR(A) =

Duya vao muc (level) cia bién trén do thi, thuc
hién dicéu chinh lai d¢ quan trong cia bién theo
cong thure sau:

MaxLevel — Level(x)

MaxLevel
_ MaxLevel 1a gia tri 16n nhat cua level c6 trong
do thi, Level(x) 1a level cua bién x trén do thi.

2.2 Giai thuat dé xuit

E(x) =E(x)+

Dua trén giai thudt da trieu twong va CEGAR,
chung toi dé xudt mot phuong phap méi voi uu
diém cua ca hai. Vi CEGAR, bat clr khi nao mot
counter-example dwoc tim thiy trén cic mé hinh
triru tuong, n6 s€ dugc tinh loc trén hé théng géc.
Vi da trieu twong, viée tim kiém s& dugce thue hién
trén mé hinh triru twong ké tiép (theo mirc d triru
tuong ciia cac md hinh giam dan) mdi khi 18i dwoc
tim thdy trén cac moé hinh triru tuong trude, qua
trinh tim kiém khong str dung lai théng tin vé 161 &
md hinh trudc, day ciing chinh 1a nhugc diém cua
giai thuat. Giai thudt méi van dung y tuong da trieu
tuwong to [13] va tinh loc counter-example tur
CEGAR [4].

Gidng nhu da triru twong, giai thuat méi s&
duyét lan luot qua mot chudi cic mo hinh triru
tuong MycM,c..., dé tim kiém céc vi pham (murc
d6 triru twong My 1a nhidu nhét). Counter-example
tim théy trén M, sé dugc xac nhan lai trén M; va
tiép tuc theo thtr ty mtrc d6 triru tugng M, Ms...va
sau d6 1a trén hé théng gdc. Counter-example tim
thiy trén hé thong gdc 1a mot chimg cir cho viée vi
pham céc thudc tinh can kiém tra.

Mot chudi qua trinh kiém tra cé thé dugc két
thiic sém hon néu counter-example khong dugc
xé4c nhén lai trén bat cir md hinh triru tuong M; nao
(ké ca md hinh gdc). Trong truong hop nay, 16i
dugc tim thay trén M) s& bi tir chdi (vi M; x4c nhan
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khong phai 18i) va qué trinh tim kiém trén M, s&
tiép tuc.

Giai thuat duwgc minh hoa nhu trong Hinh 3.
Trong so dd nay, khdi Checkcounter-example 1a
ham dé qui goi chinh n6 nhiéu lan véi mé hinh triru
tugng M; hodc mé hinh gbc lac cudi. Néu khong co
counter-example dugc tim thay trén Mj, qua trinh
kiém tra két thuc, bao céo két qua khong cé 16i.
Néu qué trinh x4c nhan counter-example thit bai,
giai thut tiép tuc tim kiém cho mot 1i khac.

[ Start

Abstract
s>
v

Search for 1 error

—

Yes: Counter-example
A 4

NO
Check counter-
example
YES :Counter-example
\/Printresult < NO
N/

Hinh 3: Qua trinh tinh lgc triru twong
2.1 Thuc nghiém
2.1.1 Moi truvong thuc nghiém

Trong thr nghiém nay, ching t6i st dung lai
cac md hinh dugc cung cap tir trang web NuSMV.
Céc md hinh nay la cdc md hinh dung dugc st
dung dé kiém chung giai thuat tim 16i m&i. Cac mo
hinh dugc st dung la brp, dme, gigamax,
msi_wtra, periodic.

Céc thtr nghiém dugc thuc hién trén may tinh
core i3-2330M 2.2 GHz vé6i 4MB RAM chay hé
diéu hanh Ubuntu 12.04 véi cong cu Golfer'. Két
qua dugc dugc tinh trung binh cua céac lan chay
theo don vi thoi gian 1a gidy.

Trong thtr nghiém nay, ching t6i so sanh thoi
gian tim 15i cua giai thuat moi dé xuit véi giai
thuat da triru tuong va giai thuat tim 16 géc cua
NuSMV (giai thuat vét can, BFS trong bai bai toan
invariant model checking). R4t tiéc 1a ching toi
khong thé so sanh v6i giai thudt CEGAR vi chung
toi khong c6 cong cu hién thyuc cua Clarke.

! Golfer 1a cong trinh cua (Qian & Nymeyer, 2004-
2005) va (Bui & Nymeyer, 2008-2009) dya trén
NuSMV.
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2.12 Két qud thuc nghiém

Trong phan nay, ching t6i so sanh giita giai
thuadt da truu tuong két hop tinh loc (goi tat 1a
MAR) va giai thudt da triu tuong (goi 1a SAGA)
khi 4p dung cing mot phwong phap phan tich bién
VRK (tham khao[19]).

Véi mot mo hinh triru tugng (giit lai 50% bién)
6 Hinh 4, truong hop nay giai thudt MAR chi dung
mot md hinh triru twong, nén c¢6 thé xem nod twong
tu nhu giai thudt CEGAR. Nhin chung, giai thuét
MAR nhanh hon gidi thuat SAGA.

MAR & SAGA with abstract model
50%

Time (s)

brp dmel dme2 gigamax = msi_wtra | periodic

ns
——MAR
SAGA

0.992
1.057

0.17
0.206

0.465
0.506

0.05
0.067

1.387
1.227

0.015
0.026

Hinh 4: So sinh MAR va SAGA véi chi m§t mé
hinh triru tugng

Vé6i nhimg wu diém coa giai thudt da trieu
tuong két hop tinh loc, chiing t6i ¢ thé dic ta mot
chudi danh sach cidc mé hinh triru twong. Cong cu
kiém tra co thé ngung lai gitta qua trinh kiém
chimg ma khong can kiém tra het tat ca cac mo
hinh triru twong va md hinh gdc. Trong thuc
nghiém nay, chung t6i st dung hai mé hinh triru
tugng duoc loai bo 80% va 20% bién dwa trén giai
thuat VRK (twong tng giit lai 20% va 80% bién
theo d6 quan trong). Két qua cho thdy nhu & Hinh
5. Mot 1an nita, nhin téng quat MAR béo cao Kkét
qua mo hinh ding nhanh hon SAGA.

MAR & SAGA with abstract model 20%
and 80%

Time(s)
OCO00000000
ORNWAUONCKWLRE

. /\/\\\‘

brp dmel dme2 | gigamax | msi_wtr | periodic

ans
0.218
0.221

——MAR
SAGA

0.935
0.934

0.156
0.155

0.396
0.404

0.041
0.07

0.016
0.021

Hinh 5: So sinh MAR va SAGA véi hai mo hinh
triru twong
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Dé chéc chén tinh hitu dung cia giai thuat méi,
chung tdi cling thuc hién so sanh nd véi giai thuat
NuSMV ban dau. Két qua & Hinh 6 chi ra rang giai
thuat MAR la tot nhat.

Comparison between GOLFER
(MAR) and NuSMV

=

Time(s)
oNAO®O

e —

brp dmel | dme2 |gigama | msi_wt | periodi
X rans c
———GOLFER | 0.992 0.17 0.465 0.05 1.387 | 0.015

NUSMV | 1.0016 | 0.232 | 0.5236 | 0.9724 | 8.9282 | 0.0628

Hinh 6: So sainh MAR véi gii thuat tim kiém
NuSMV

3 KET LUAN VA BE XUAT
3.1 Kétluan

Cong trinh nay gidi thiéu mot ky thuat kiém tra
md hinh dua trén viéc da triru twong két hop tinh
loc counter-example dugc dé xuit. Ky thuat méi co
duoc vu diém cua hai ky thudt trude do. Ky thuat
méi su dung da truu twong dé xac nhan lai
counter-example dugc tim thay trén mo hinh triru
tugng nhiéu nhit (mé hinh triru tuong dwoc luge
b6 hau hét cac bién) va s dung ¥ tudng tinh loc
counter-example dé tinh loc counter-example (giai
thuat nay cho phép tinh loc trén nhiéu mo hinh triru
twong trudc khi kiém tra trén mo hinh gbe so véi
CEGAR chi st dung duy nhit mot mo hinh triru
twong va md hinh gbc). Su cai tién ¢ day cho phép
kiém tra trén nhiéu mé hinh triru tuong c6 kich
thude khong gian trang thai nho hon md hinh gbe
va chinh vi thé ma c6 thé giam cong strc kiém tra.

Két qua thir nghiém da khing dinh cic gia
thuyét. Di nhién, giai thuat ciia chung t6i van phai
ddi mat cung van dé cia CEGAR hoac giai thuat da
trieu twong néu mo hinh gbc co chua 16i. Trong
truong hop d6, giai thuat s& van phai tim kiém 16i
trén mo hinh gdc dé sinh ra counter-example.

3.2 Pé xuit

Giai thuat can dugec mo rong dé hd tro cac
huéng kiém tra khac (thay vi hién nay chi hd tro
kiém tra bat bién — invariant model checking). Day
s€ l1a cong viéc cua tuong lai.

LOI CAM TA

Nhém tac gia xin chan thanh cam on sy hd trg
kinh phi cua Truong Pai hoc Bach Khoa Thanh
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